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Framework of Comprehensive Defense Architecture for Power System Security and Stability

TANG Yong
(China Electric Power Research Institute, Haidian District, Beijing 100192, China)

ABSTRACT: A framework of comprehensive defense

architecture for power system security and stability is presented.

From the general safety concept, the comprehensive defense
should

assurance system, i.e. active safety system, and power system

architecture include the power system security
stability control system, i.e. passive safety system. Power
system security assurance system (active safety) refers to the
measures to improve power system security and controllability.
Power system stability control system (passive safety) refers to
the measures to maintain power system security and stability
during disturbances. The power system security assurance
system (active safety) can be set to three-defense lines. The
first defense line is a strong power grid structure, to lay a solid
foundation for the power system security; the second defense
line is the optimized automatic control system, to enhance the
safe operation of power system; the third defense line is a safe
operation planning to ensure that the power system operates at
a safe level. Power system stability control system (passive
safety) is the traditional three-defense lines for power system
security and stability. The first defense line is rapid removal of
faulty components, to prevent the failure to expand; the second
defense line is the control measures to maintain power system
stability; the third defense line is the measures to prevent

widespread blackouts when power system loses stability.
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Fig.1 Framework of comprehensive defense system for
power system security and stability
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